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Install-Incentivizing Apps provide users monetary incentive such as money, 92%, access sensitive user information
coupons, gift cards and other rewards for installing other apps on Google Play.
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_ _ _ 41 apps modify or delete USB storage
Google Play’s Policy forbids developers from manipulating the placement, 24 apps read phone status and identity

rating, reviews, install counts of apps by fraudulent or incentivized means.

p—
(=]

19 apps access precise location
14 apps take pictures and videos
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Apps promoted on Install Incentivizing Apps are 6x more likely to increase
installs and 2x more likely to appear in top charts. (Farooqi et. al, IMC 2020)

How do Install-Incentivizing Apps affect Users?

34% perform restricted hardware actions
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5 apps can create accounts and set passwords
3 apps can add/modify calendar events and send emails
2 apps can read contacts
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N = 60 Apps, 85% Apps have > 100K installs, collectively > 160.5M installs. a a) a) a Goal
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